Lead Security Engineer B

Job Description

Company Overview

¢ A bank for banks and other financial institutions, focused on being a strategic partner for their
members and working together to reinvest in their communities, from urban centers to rural areas.

e Their mission is to partner with their members in lllinois and Wisconsin to provide them
competitively priced funding, a reasonable return on their investment, and support for their
community investment activities.

Requirements

e 7+ years' experience in Cybersecurity as a practitioner, with at least 2-3 years exposure with AWS or
Microsoft Azure.

e Experience writing documentation ranging from deep technical write-ups to end user guides.

e Experience with leading team through coaching and by example

e Bachelor's degree or equivalent experience in Computer Science, Information Technology,
Cybersecurity, or related field. Relevant security certifications (CISSP, GSEC, CCSP, etc.) are highly
desirable

e Experience with scripting languages such as Python, Ruby, PowerShell, and JavaScript.

e Experience and understanding of various regulatory requirements and laws, including but not limited
to: Sarbanes-Oxley Act (SOX), and Gramm-Leach-Bliley Act (GLBA). Additionally, experience in one or
more of the following: CIS, ISO 27001/2, ITIL or NIST.

e Knowledge of IT security controls and IT infrastructure, especially IAM processes.

Job Responsibilities The Lead Security Engineer is responsible for managing the Security Engineering
team, overseeing their work, and engaging with stakeholders outside the immediate group. This role
involves promoting Baseline Security Configuration requirements for on-premises applications, cloud
services, and SaasS applications. This individual will leverage their expertise in security and technology,
along with strong communication and problem-solving skills, to guide the team and effectively collaborate
with stakeholders.

Areas of Greatest Impact:

e Enhancing Security Protocols
e Team Leadership & Development
e Strategic Security Planning

City: Chicago, IL

Work Type: Hybrid 3/2 (On-site/WFH)
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Experience Range: 7 - 10 Years

Salaried Offered: 150K

Job Summary

Published : Jan 31, 2025
Employment Status : Full Time
Experience : Any

Workplace : Hybrid

Salary : 150000.00

Job Portal, Page # 2



